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YA HATIT
(TEER fawm)

T2 feeett, 6 fewwaw, 2024

LA, 754(31). —ZH=TT (H=elt & FEferger saereae & forw ahrar i vemm) [aw, 2024 +
I, S e J9TT AT At =a, 2023 (2023 T 44) Ft 9T 56 FT ITTT (2) F G () 3%
T (T) & AT q15q &7 20 i ITYWT (2) F T (F) 30T STATT (4) FET T&T AREAT AT TN Fd g0
FATT T TEATT FAT &, Bl Ih ATATHAH Al g7 56 sl ITLTT (1) il ATATTHL AT GLHE 6 GATC
HATAT, LEAT AR it stfag=eT gear LA, 522(3) e 28 37ed, 2024 FRT AT & e,
FETLTI, 9 |, @< 3, IUEE (i) AT 28 3WTed, 2024 § warrtera o o, e a9 yarfaa g
T ARAT | ITh ATLAAT SAATATE il ATl TSI Al TTAAT TAATTIOT il I FIT ST %0l JTE
o T & 7 oafer 99T g9 & & iy ST A AR ohu 0 o,

T IF T T A=t AT 29 e, 2024 FT GEHTHTI0 FT IqTey FAT &F T3 off;

ST Fra T FLHTE T 316 TS0 a1 & §a¢ § Faaemor § ITF Aqal T GAE 9% T859F
&7 ¥ o= T T g

7933 G1/2024 Q)
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qA: AT HFGT AT LHATT ATATIH, 2023 (2023 7T 44) FT T 56 FT ITHTT (2) F & ()
AT @S () 3 AqTT q5T a7 20 FT ITLATT (2) F TS (F) AT ITLUTI (4) T & ATRAT T TIRT F2d
T ST 9o A w1951 F e 419 siie Faw 419% =it UF stfeseaor § 4@ 67 12 37 3w o &

1T T T ATt & Far &7 39 FEmt F srefie geent F sqwree ¥ "etad Hemm e F eyt e
ot I ATSATAT FFT f3AT ST U sreer ® 77 RAEE sroree St aeamat a8y f e @ aR

weur, Referfea faw aard 8, stafa: -
1. Tfer w3 TRy — (1) =7 gt i wferea qmw e ("@=ert F At st ¥ o
soRaT i TeraT) R, 2024 2

(2) T TSI H THA A AL FH TG 20900
2. qfReTTeTd — (1) = Rt &, 7 9 o " & srera srofera 7 21 -
(F) et & g afafam, 2023 (2023 #7 44) wfida g;

(@) “STfea ATHFT F = AAAT F TASET 6 o0 Hg T TR g7 TTeehd &t saad ar
AT SATHHTOT SATHIT 5

(M) "FAH ATTEHTL" | T TLHIE & AT § g HATAT o T & g A= AAAT 5T AL 6
AT § [ 9T & AETes ST TR & gl AT 2

() "SI A" & ATAIH 6T gTeT 20 AT STLTIT (2) F AT H heft Haer AT Haelt 6 ot
F AU & forg == =t & A 3 % srefie S sraer srfpia 85

(3) "qAEeR wfafq & = Fat F R 5 % i i i v w@fwfq s g;

(F) "TEA THE" T q2T 12 R ST TLHAT (TTEHATE ATaY gedT) Faw, 2024 % F9q 2 +
- (1) F ©F () | ITHT 2

(2) == et § yyF g et a8t fru Tu ersst sfiw uat F a@r o g o =9 ateaaw §
ITF Bl
3. STFerha STTSRTOTT GTT e AT Gl o a9 HT AINET — (1) FealT TLHTL, AT FIeT, Afaaw
T ETT 20 T ITLTIT (2) F el TG FTLO T STITE SAT9T 6 ST | Theft <91 AT HaQrf o avl
& UL & o7 AT ITH A & o710 e AT SATer® T Ao &l A= Es w2 a2l
(2) T ATTERTEY STITree meer & WTedqy & foreft "er o |een & a9 & qed & forw e 3
T

T AT R feetadt |§ UAT sraer TRt StfEeTT g T ST ST ST R T qHh 6 S
Tqi=a & FH 6T A0 F7 7 1, S =7 TAS 6 70 Feq87 TR g0 9894 €9 8 YIEFd 3T T 2

(3) TRl &AW IR AT IUAIH (2) o T o orelid AHIEE UH o= STfeahrr & forw gee e o
T IRATAT FRO F FTUGT AT TN FIAT HHT Aol @, dgf AT A9 Faid TqT IT ATEdha

ATHFOT F T AT AL ARTAH ATGHRET FRT AT TST T 9 I ARrAeqs® 6 =0T | g7
STTerahd STTHEHTOT & THE AT TAL aSad ATIRET FIRT ST 6T ST T 3T UF qroet § Aot

IS AT g, -
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(F) TH STOLLT AR T TF T THh AT B 6l qrg & i (3) Fd faadt & sfaw aem
TTTERTET T T T SITUIT 37 T ST, At a8 I=a aw=t, qr U sraer i 2 396
ST 219 T T F 19T (7) ' femat £ srater F fraw w3,

(@) =fx T TTfErTer U STILIe 3Mael T THF AT gid it airg & 919 #1 faat & fav
e Tl Far g ar:

(i) THT ST A a& FY [QFT ST,

(ii) Foree o o et ot "er w1 sy R oft s % foro wEt R stro
e =maTers | arew F w7 § sy oft aitatod g i
(i) U AT F AL § UL TR T HQT A AAAT T F fG@=l & A T W
2T ST ST Teeht I Teqs WierenT<r & forfea & & syeqa it ST
(4)  Su-Ew (3) F AT TEAH WITEHRT FRT TULre aaen At 2 7w s i fufa § qe9
TSR GTRT STOTE STSer o T\ ST Haer AT AT o a il STrershd ST HahT0T FIT STILTET Al (AT
ST
(5)  Iu-fAEw (2) F srehiT ST AT s, A oA (3) % arefie Ferw wrfeeRy g qf® e
FIE AL AT AT B AT IS AT IIE T 919 w13 (@l 6if s7ater & Frae, Sar @7 7w g, Fard
T T T T GEIT [AAA R FIHTT HT TEIT 0T ST
(6)  IU-AEW (2) i IU-FATH (3) F TN FIE AT ST T T A1 AT SATUIT, S qF o TET
AT ST oA AT AT o T A= T T foram g1 o et o= 3= Areaw @ saedsh St 9T
FIAT H9F A5l g
(7)  STULTE ST F ATEC H LG ohelT A<k AT SARIT o a9l Hol TT AT ITE VT et daer

IT LT o A o AT | Faterq g A1 et faferse @ & gafea gom, =1 UaT |a9r a1 a9 a1

77 sreer # AfAfEs ua 77 stfers oat % W ge 21 AT et Ut sreer # iy R fEfire =t
H AT I T Ha9T AT HaQT 6 a3 6 =07 6 forg a7 sraer #§ fAfAtes R oiew o1 E=n ste +

TRt T & forw g it 973 2|
(8)  STUIH ST H:
(F) ITfErRa ATTHTT i I ATHHOT | ATHRT F TaaH o7 AAfey B smoa S srowree
T T FT;
(@) sfafaas &t &=y 20 &t ITIRT (2) F TTA0T H, UH FOMeT & HO1 & A< AT
STTOATT, i FoReT STaIfera |aer o SU=NT &7 &m=T 20 T ITLTT (2) F Iuael aaF Hi9a har
STOSTT; 37
@@ U s ¥ AfAfEse adva & A1 a7 smtas sty F o, Seas S sa uga A o
ForaIT ST, Seed @97 37 31T T Srafera o forw Tl ST ST Fehm
T UHT TS AT T | STeAT oAt v srater 7 stférek sgeq T2

(9) IU-F=¥ (8) F ©T (F) F el 7T AT I T2 ATAT AT ATHF0T FFera Af¥ere T,
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(F) STILTER T T0 Faer AT HaeT H A,

(@) I ARl 7 faawor, fSeh Saer A7 Sl 7 a9 H AITEd a1 T4 E;

(1) IF SATERTLT AT TTTEFA ATHFOT T ATH A o7 Faawor o srorger e 1w Haer = gaeit
T 9 FATAT TAT &;

() ST T T FE9r AT HRLT F A T AATE TS Aredtas 41 e wioat i wwe;

(T) T wTeAT AT TE T S g UHT wiaat aers T8 E;

() vt & 72 fFru ST £ qE; s

(@)  ag saty, S o s frr o sreer § o o e yaed @

(10) == fAwi & F= off = fAarr F @ ofed [den % sqaeor & o ao f&faget st
SOTTerAt 3 ARt iaremstt & T2 oY 9Lre 92 a0 Jal gl

4. AIEF & AT TR - (1) Te7F Trferga s e (3) F 39-fFaw (2) @i o= (3) &
eI ST AT AT T LEHAT AR AT TLHATE TH1S 6 ASA ATTHRTAT Bl FATUT e 6 forw a7
T ATRTRAT T ATTAFT FAT, ST T SrefTersh AT THFT I T FHF il A0 & 7 271

(2) TEAR EENT AOEe AQT TTH F AT 3T 9T FATe FA & (o0 TdH a7 & | al ded
SATETIAT T TTFEHa HT

(3)  UT EATL TH(S AU HATAT & AT a1 &= H &7 aE FHATAL 6 ATH, TIATH, TLATT 37T
T-HA I digd @9 Far T STOree AQen & FEATead F3d gq IaEd Ared ATaHRTai & &7 §
FeR I FLHTT T ATAF =T FM

(4) A srfrerer, grE=Te T o g T 7 giafim st
(F) STOLGT AL H HATAT T2 AT ATAAT Hael T7 TATS 6 {70 e Treer stfgepmiat grn
B HATAT ST,
(@) waeri & Tt T AT STIre FT T & o7 AT ST THTET i LT 9 o
ST, AT
(1) HST  STILTE 6 A | TAAFAT 3T =S a0 T STt § AT AT qraem=ir eiie
T AT ST STt g

(5) AT AR H AT TTTea STTaHaor 7 A1 TRl LT ST FH TLHATT (S9N F
e ATTFRT IT FAT9d LA FAAT 6 AlSd ATHT Hl fofad 9 | I7 26 3709 & & F7
AL G [AATEE 912 & o7 TL0h T STANT FHdeh, ST W ATHAT g, T He:

TR U QLT T ATEQ A [Aqe el e STTALIEAT T THEHE L o ATl F A1 o I 6
SrferaRT<Y gTT & fohaT ST

(6)  FTLEATT AT AT TEHATT THTS FT A1 ATSHRT, SET St 7THAT g1, Foferterd s F3m:

(F) SU-fRFw (5) & AT FHAT IH FI & A 5 F AT TH FATT T 00 T qrerdt Triesd
EIREU EAEUINEES
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(@) TeAF ATg AT TgAT 3T TeAgdl arirg &l 39 TTerFd ATHHor 1 e 37 47 F=91e 9

T &, Trters RO weqa w0, SEd fUEe a@ars F 1 I AT Araen i gHr
erferer grtT, e e 3 % su-faw (2) = su-fAaw(3) & sefiw st a7 qfe o so
AU M FT HEs Fear fiT qrird, UF e it iy 7 arg oY o870y, 97 uH
AT o HTATAAA hl AN T F7T Figd Fawor anfier g

(7)  TEAR TH(E AO9 FHATAT, Srad I8 fasnar AT orfae g, &t et off wrdars & oo e

2RI, foreer aRomTHea=T i STTfaha sra2ied a7 == ATt 1 F:1E Ieerad g g

(8) STURTE & Haferq srfoerat =hr:

() STHT TAAFAT GIATHT Fd g0 STTera a1 ST,
(@) AT AT T g0 G qLteh | 7€ o S
(i) TSR SATHHTIT, HEAH AT 3T [T AHIT FIT AT Bg A H, T TH 1
FTCHE AFLTFHATHA 6 ToIT T =TT F Qe & tefie et sraesshar 7 21, AT g
FT TATAAT 7 85 3
(if) TTHEATT TA9TT 3T qEEATT TH1E T AT 6 AR Hl GHTH FLA & &l 7 & |
9) == aw F sl Rgifia alca Bt 8= ST 02 @R A5l g St Aferfeas & amr 3 HF
STHTT (1) % @ () F T ITTAFIOT Tt g AT I TTIEHIOT 6T ATAITHAT F Fe I 2
5. Ao affa #1 o7 ik FE-wuE- (1) F0T avEr uE wiede atufa atea st
o frferfea aeer arfee g, srarie-

(F) whEHeST a=" ST
(@) ===, ot w0 T, &t sie = g3 T, 3T
@) |, e A -
(2)  IUF TST LA UF (AT qrid Iteaq i, e Fefotead gee arfee g, seriq-
(F) TST F qET qi=a -HETET,
(@) fafer af=e a7 fEfe awwsft, Frrares, @At w1 9 e #T
(M) I "=E 7 9 T aewe & atea I

(3)  IU-fAEw (1) 3% IU-fAEw (2) F A wieq AT FAfa TAF T A H T5F FAAT AT =7
ey § o ARy srfaferfaa waft o Fam Fae 3 % oo e smeer srfafaas & ey 20 #it 39-
1T (2) 3T ST-GTT (4) F Il % T &l
(4)  TET qATaarnd arHrd i 1T § 1o TIre aer ATEfaas it &y 20 Fr ITEMT (4) F a1 q15q
ST (2) o ATHA Tel & AT dg UH ST I T FL Thdl § ST TN T T FIeT AT {9 o af &l
T T T FLA FT AT & ThdT
[T, . 24-06/2024-Te ]
Tdvg TR T, §Fd qi=a
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MINISTRY OF COMMUNICATIONS

(Department of Telecommunications)

NOTIFICAION
New Delhi, the 6th December, 2024

G.S.R. 754(E).—Whereas a draft of the Telecommunications (Procedures and Safeguards for Lawful
Interception of Messages) Rules, 2024, which the Central Government proposes to make in exercise of the powers
conferred by clause (a) of sub-section (2) and sub-section (4) of section 20 read with clauses (t) and (u) of sub-section
(2) of section 56 of the Telecommunications Act, 2023 (44 of 2023), was published as required by sub-section (1) of
section 56 of the said Act vide notification of the Government of India in the Ministry of Communications,
Department of Telecommunications number G.S.R. 522(E), dated the 28th August, 2024, in the Gazette of India,
Extraordinary, Part 11, section 3, sub-section (i), dated the 28th August, 2024, inviting objections and suggestions from
the persons likely to be affected thereby, before the expiry of the period of thirty days from the date on which the
copies of the Official Gazette containing the said notification were made available to the public;

And whereas copies of the said Official Gazette were made available to the public on the 29th August, 2024;

And whereas the objections and suggestions received from the public in respect of the said draft rules have
been duly considered by the Central Government;

Now, therefore, in exercise of the powers conferred by clause (a) of sub-section (2) and sub-section (4) of
section 20 read with clauses (t) and (u) of sub-section (2) of section 56 of the Telecommunications Act, 2023 (44 of
2023), and in supersession of rules 419 and 419A of the Indian Telegraph Rules, 1951, except as respects things done
or omitted to be done before such supersession and without overriding the terms and conditions of existing orders
relating to interception of messages under those rules, which shall continue to apply till the date of expiry of the time
period for interception, as specified in such order, the Central Government hereby makes the following rules, namely:-

1. Short title and commencement. — (1) These rules may be called the Telecommunications (Procedures and
Safeguards for Lawful Interception of Messages) Rules, 2024.

(2) They shall come into force on the date of their publication in the Official Gazette.
2. Definitions. — (1) In these rules, unless the context otherwise requires, —
(@) “Act” means the Telecommunications Act, 2023 (44 of 2023);

(b) ““authorised agency” means the law enforcement or security agency authorised by the Central Government
for the purposes of these rules;

(c) “competent authority” means the Union Home Secretary in the Ministry of Home Affairs in the case of
the Central Government, or the Secretary to the State Government in-charge of the Home Department in
the case of a State Government;

(d) “interception order” means an order for interception of a message or class of messages under clause (a) of
sub-section (2) of section 20 of the Act, issued under rule 3 of these rules;

(e) “review committee” means the committee constituted under rule 5 of these rules; and

(f) “telecommunication entity” shall have the same meaning as assigned to it in clause (g) of sub-rule (1) of
rule 2 of the Telecommunications (Telecom Cyber Security) Rules,2024.

(2) Words and expressions used in these rules and not defined herein but defined in the Act shall have the
meanings respectively assigned to them in the Act.

3. Interception of message or class of messages by authorised agencies. — (1) The Central Government may,
by an order, specify one or more authorised agencies to intercept or receive any message or class of messages pursuant
to an interception order, for the reasons specified under sub-section (2) of section 20 of the Act.

(2) The competent authority may, through an interception order, direct interception of any message or class of
messages:

Provided that in unavoidable circumstances, such order may be made by an officer, not below the rank of a
Joint Secretary to the Central Government, who has been duly authorised for this purpose by the competent authority.

3) Where it is not feasible for the competent authority or such other officer specified under the proviso to sub-
rule (2) to issue an interception order in remote areas or for operational reasons, then the interception order may be
issued by the head or the second senior most officer of the authorised agency at the Central level, and head or the
second senior most officer of the authorised agency not below the rank of Inspector General of Police at the State
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level, and the following provisions shall apply in such cases, -

(@) a copy of such interception order shall be submitted within three working days of the date of its issuance
to the competent authority, and the competent authority shall, if it considers appropriate, confirm such
order within a period of seven working days from the date of issue;

(b) if the competent authority does not confirm such interception order within seven working days from the
date of issue -

(i) such interception shall forthwith cease;

(if) any messages intercepted shall not be used for any purpose, including as evidence in a court of law;
and

(iii) copies of messages intercepted pursuant to such order shall be destroyed within two working days,
and confirmation of the same shall be submitted in writing to the competent authority.

4) In case of non-confirmation of interception orders by the competent authority under sub-rule (3), the same
message or class of messages shall not be intercepted by the authorised agency, without an interception order by the
competent authority.

(5) Any interception order issued under sub-rule (2) or confirmed by the competent authority under sub-rule (3)
shall be submitted to the relevant review committee at the Central or State level within a period of seven working days
from the date of issuance or confirmation, as the case may be.

(6) No interception order under sub-rule (2) or (3) shall be made unless the authority issuing such order has
considered that it would not be possible to acquire the necessary information by any other reasonable means.

(7 The interception pursuant to an interception order shall be related to the interception of any message or class
of messages as are sent to or from any person or class of persons or relating to any particular subject, whether such
message or class of messages are received at one or more addresses as may be specified in the order, or which are
likely to be used for the transmission of message or class of messages from or to one particular person specified in the
order, or any set of premises or telecommunication equipment specified in the order.

(8) An interception order shall —

(@) specify the authorised agency and designation of the officer in such agency that will undertake
the interception;

(b) specify the reasons for such interception pursuant to sub-section (2) of section 20 of the Act,
and limit the use of any intercepted message to the provisions of sub-section (2) of section 20;
and

(c) remain in force, unless revoked earlier, for a period not exceeding sixty days from the date
specified in such order, and may be renewed for further periods:

Provided that no interception order shall remain in force beyond the duration of one hundred and eighty days.

9 The authorised agency undertaking the interception as specified under clause (a) of sub-rule (8), shall
maintain secure records, including but not limited to-

(a) the intercepted message or class of messages;
(b) the particulars of persons whose message or class of messages has been intercepted,;

(c) the name and particulars of the officer or the authorised agency to whom the intercepted message or
class of messages has been disclosed;

(d) the number of physical or digital copies of the intercepted message or class of messages made;
(e) the mode or the method by which such copies are made;

(f) the date of destruction of the copies; and

(g) the duration for which the directions for interception in an interception order are remain in force.

(10) Nothing in these rules shall apply to the demonstration and testing of lawful interception systems and
monitoring facilities undertaken pursuant to the prior written directions from the Department of Telecommunications.

4. Obligations relating to Interception. — (1) Each authorised agency shall authorise two nodal officers, not
below the rank of Superintendent of Police or equivalent rank, to communicate an interception order issued under sub-
rule (2) or (3) of rule 3 to the nodal officer of the Department of Telecommunications or nodal officer of the
telecommunication entity, as the case may be.
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2 The Department of Telecommunications shall authorise two nodal officers in every service area to receive
and act upon the interception orders.

3) Each telecommunication entity shall notify to the Central Government, the contact details including name,
designation, phone number and email address of two senior employees in every service area of its operation,
authorised as nodal officers to implement the interception orders.

4) The authorised agency, the Department of Telecommunications, and telecommunication entity shall ensure
that —

(@) any matter relating to an interception order is handled only by nodal officers authorised for this purpose;

(b) adequate and effective internal safeguards are implemented to prevent any unauthorised interception of
messages; and

(c) confidentiality and extreme secrecy is maintained and utmost care and precaution is taken in the matter of
interception of messages.

(5) The nodal officer of the authorised agency specified in the interception order shall convey the interception
order to the nodal officer of the Department of Telecommunications or to the nodal officer of the relevant
telecommunication entity, as the case may be, in writing or using other secure mode of communication as determined
by the Central Government for this purpose:

Provided that any physical delivery of such order shall be done only by an officer not below the rank of Sub-
Inspector of Police or an officer of equivalent rank.

(6) The nodal officer of the Department of Telecommunications or the telecommunication entity, as the case may
be, shall —

(@) within two hours of receiving the communication under sub-rule (5), send an acknowledgement of such
receipt to the authorised agency; and

(b) submit fortnightly reports on the first and sixteenth of each month to the authorised agency from which it
received such communication, comprising the list of interception orders received during the preceding
fortnight with details including reference number and date of interception orders issued or confirmed, as
the case may be, under sub-rule (2) or (3) of rule 3, date and time of receipt of such orders, and the date
and time of implementation of such orders.

@) The telecommunication entity shall be responsible for any action of its employees, including its vendors, that
results in any unauthorised interception, or any violation of these rules.

(8) Records relating to interception shall be:
(@) maintained by ensuring confidentiality and extreme secrecy; and
(b) destroyed in a secure manner while maintaining extreme secrecy:

(i) every six months by authorised agency, competent authority and review committee, unless
these are, or likely to be, required for functional requirements or under court directions; and

(if)  within two months of discontinuation of an order of interception, by the Department of
Telecommunications and the telecommunication entity.

9 The obligations set forth under this rule shall not apply to a telecommunication entity that holds, or is
exempted from the requirement of, an authorisation under clause (c) of sub-section (1) of section 3 of the Act.

5. Constitution and working of the review committee. — (1) The Central Government shall constitute a
review committee, consist of the following members, namely:—

(a) Cabinet Secretary -Chairperson;
(b) Secretary, Department of Legal Affairs, Ministry of Law and Justice -Member; and

(c) Secretary, Department of Telecommunications -Member.
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(2) Every State Government shall constitute a review committee, consist of the following members, namely:—
(@) Chief Secretary of the State -Chairperson;
(b) Secretary Law or Legal Remembrancer In-charge, Legal Affairs -Member; and
(c) Secretary to the State Government, other than the Home Secretary -Member.
(3) The review committee constituted under sub-rules (1) and (2) shall meet every two months and record its

findings as regards whether the interception orders under rule 3 are in accordance with the provisions of sub-sections
(2) and (4) of section 20 of the Act.

4) Where the review committee is of the opinion that the interception order is not in accordance with sub-
section (2) read with sub-section (4) of section 20 of the Act, it may set aside such order and order for destruction of
the copies of the intercepted message or class of messages.

[F. No. 24-06/2024-UBB]
DEVENDRA KUMAR RAlI, Jt. Secy.
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